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Equality and trust

H We are working on a cyber secure Netherlands ... together
)

% Exchanging knowledge, information and expertise
17

000
(Mfm]m Collaboration - Joined with government parties;

- Cooperation between public and private parties;

- Cooperation between professionals in practice, education and
academia;

- Cooperation between international partners.



Centralized services -1

Entity registration

* Centralized entity registration at mijn.ncsc.nl

* Maintain official NIS2 registration at a single
platform

 Based on submitted information, sectoral
CSIRT and Supervisory authority is
automatically identified

* Single source of truth which is used by all
parties

* National CSIRT maintains the entity register

Incident Notification

Centralized incident reporting

Webform or on the mijn.ncsc.nl portal

In case of voluntary incident: sectoral CSIRT is
automatically notified

In case of significantincident: sectoral CSIRT
and Supervisory authority are automatically
notified

In case of cross border incident: National
CSIRT is automatically notified

National CSIRT maintains the incident register



Centralized services - 2

,‘ Generic advisories

Single Point of Contact
Q

sectoral incident Disclosure

@ National Situational Awareness

w Coordination in case of cross n Coordinated Vulnerability



De-centralized services
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Incident management ©) Sectoral situational awareness
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:=ﬂ Sector specific advisories Monitoring & Detection

Analysis & Notification
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Scanning



Mandatory SIM3 assessment
sCSIRT’s require intermediate level
NnCSIRT requires advanced level
Peer reviews

Source: Open CSIRT foundation



Pro’s and Con’s

Pro’s Con’s
* Sector specific knowledge is * Significant size and capability
better maintained differences between CSIRT’s
* Existing relations remain * Confusing for ‘new’ entities

intact



Behold — The future!

e Share tooling
and data

e Formalize
agreements

e Set up agreements in
correlation with SPOC-
tasks

e Collaboration on
improving digital
resilience

Supervisory

authorities

Policy
departme

nts

* Implement NIS2
legislation

' Further collaboration
between policy and
execution
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